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Security Risk Equation

* Process for risk and rescurce management using a suite of
tools and information

* Based on the security risk equation:
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* Integrates many components into a single, consistent,
approach for determining risk and making decisions
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SNL Security RAMs

* RAM-D (Dams)
* RAM-T {Electrical Utility Transmission Systems)
* RAM-W (Municipal Water Systems)
» RAM-C (Communities)

= RAM-CF {Chemical Facilities)

s RAM-P (Prisons)

* RAM-E (Pipelines, Electric Power Generation)

» RAM-FAA (Airspace management facilities)
* RC RAM-W (RAMCAP/NIPP compliant version)

For more information see www sandia gov/ram
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Security Risk Assessment .
Methodology for Critical Infrastructures
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What will be Automated
=Fault Tree Specific to the Site
=Screening Analysis
»Consequence Assessment
* Threat Assessment
= System Effectiveness Analysis . Any
=Risk Estimation RAM
* Baseline
= Upgrade
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What parts of the
RAM are not Automated?

* Protection objectives

* Project definition
» Scope of project, team, schedule

= Site survey data collection
» Drawings, reports, policies, procedures, etc.
» Site interviews

» Performance testing data

*Cyber security (TBD later?)
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Let’s look at the Tool

Next Slide: The Start Window
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Major Modules for the RAM
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Screening Analysis

»Consequence Table — Inputs:
= Sites / facilities
= User defined criteria
» User defined number of levels of criteria
= User provide definitions for levels of criteria

1 Qutput: Screening Worksheet

» Prioritization of facilities
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Categories and Descriptions
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Evaluate Consequences
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Generic Fault Tree
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» Generic fault tree provided for some critical
infrastructures

a2 User can delete events

Site Specific Fault Tree

= User can add events

= Used to determine undesired events

»Used to determine critical assets to be protected
in order to prevent undesired events

* Adversary strategies and scenarios can be
developed from fault tree

*Ensures completeness
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Creating a
Site-Specific Fault Tree
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Threat Analysis

* Input:
= Site-specific threats
+ Qutsiders
* Insiders

= Threat capabilities and attributes

= Qutput:
= Threat Description Table
* Full range of threats (H to L)

= Threat level estimate
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Identify Site-Specific Threats
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User Defines Threat @)
Attributes and Capabilities
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Threat Potential

= Relative score — not a probability

= Scored per undesired event and per adversary type

Level for each Threat
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Consequence Analysis

» Consequence Table - Input:

= User defined criteria
» Measures - gualitative and quantitative
» User defined number of levels of criteria
» User provide definitions for levels of criteria

« Consequence severity levels {L to VH)

» Output: Consequence analysis worksheet(s)
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Site Survey

» Evaluate detection, delay, response elements
along potential adversary paths

« Evaluation based on threat attributes and
capabilities from the threat assessment module

* Determine performance data to be used in
analysis

» Qualitative and quantitative data
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Site Survey
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System Effectiveness Analysis

» Adversary Sequence Diagrams
= User defined protection layers

* User defined path elements

» User defined connectedness

*TBD: Plans to incorporate a structured user-friendly
system effectiveness tool

= Analyzes at a systems level

* Employs SNL security database for protection
elements

= |dentifies vulnerabilities
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Adversary Sequence Diagram
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Risk Level Estimation

»Logically combine estimates for Threat, System
Effectiveness (Vulnerability), and Consequence to
estimate security risk

= Risk is reported as a qualitative value - based on
quantitative and qualitative inputs

Consequences...:

“NMulnerability -
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Estimating Risk
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Reducing Security Risk
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= Reduce threat level

» Deterrence

= Difficult to measure
= Reduce vulnerability

= Increase detection, delay, response
» Reduce consequence level

= Mitigation features
* Redundancy
* Transfer
* System robustness

= |mprove emergency response
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Reduce Risk
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Final Report
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Software Development —
What’s been Completed?

= Screening Analysis ¢/
= Fault Tree V
» Threat Assessment @
» Consequence Assessment V
= System Effectiveness
» Adversary Sequence Diagram V

* P, tool
« Risk Estimation Need to
Risk Reducti Beta Test on
ISk Reduction a Real Site
= Final Report
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Future Add-ons to Automated Tool

=First-order blast calculations T
* Determines effects — human and structural { |

* Provides stand-off distances
*Natural hazards screening

» Sites can identify what natural hazards might i
affect them LB

* Compatibility with RAMCAP

» Risk Analysis and Management for Critical
Asset Protection
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A Word about Cyber Security

» Cyber security is not included in the automated tool

= Focus is on physical security
s However, extremely important to evaluate

» May be incorporated into the tool at a much later
date

= Every site should evaluate and analyze cyber
security

* Identify critical cyber assets

» Ensure assets are protected

* Understand the interdependency between cyber
and physical security
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Presentation Summary

* Automated RAM Tool
* Input Site-Specific Parameters
+ Generate Site-Specific Fault Tree
* Risk Equation Parameters Incorporated in the Tool
» Automation Calculates Risk

* Mitigation Measures Show Risk Reduction
* Development Continuing

s Beta Testing to be Scheduled
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“Sandia National Laboratories @ .
Point of Contact

» For more information concerning RAMs for
critical infrastructures or the automated RAM
tool, contact:

Betty E. Biringer, Manager
Security Risk Assessment Department
Sandia National Laboratories
Albuquerque, New Mexico USA
bebirin@sandia.gov
505-844-3985
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